Abstract-Monitoring system for any changes in specific file or folders is an important task now-a-days. Monitoring specific files has become important in order to prevent any modification without the user information. Also, monitoring network in order to prevent packets from specific IPs to your server is important so that the intruders cannot attack your system. This project will monitor specific files/folders on server machine. It will also block packets from specific clients to the server.
I. INTRODUCTION
This project creates a web based application that will block packets from a specified IP to server. Also, it will monitor all the files and folders on the server. The process to block packets from specific IP was published in the part-I. This part consists of monitoring of the files on the server.
This application monitors all the files/folders on the sever and notify for any changes to those files/folders. All the modifications done on the server are displayed on the web application. Specific measures can be taken by the user accordingly.
A GUI has been created that displays all the changes done to any file/folder on the server. Only authorized users are allowed to view all these updates on the server.
II. LITERATURE SURVEY
A. Network Security Using IP firewalls Mr. Sachin Taluja1, Mr. Pradeep Kumar Verma2 , Prof. Rajeshwar Lal Dua (International Journal of Advanced Research in Computer Science and Software Engineering) : This paperwork demonstrates the tasks needed to enhance the network security in Linux environment. The various security modules existing in Linux makes it different from other operating systems. we analyzing network packets using the most popular open source network protocol analyzer wire shark and on the basis of analyzing the packet work has been done on writing the script to block/allow the network traffic using IP firewall and after blocking traffic further capturing and analyzing of packets using wire shark.
B. Monitor file integrity using MultiHasher (London school of hygiene & tropical medicine -Library & Archives Service):
This guide describes the use of MultiHasher, an integrity monitoring tool for Microsoft Windows that may be used to monitor data files for evidence of accidental or deliberate change. Unexpected file change may be a symptom of an underlying problem -that the storage media is beginning to fail, or that the system has been compromised and updates made by a non-authorized user. For this reason, it is important to monitor the integrity of valuable files on a regular basis. C. Whenever, any packet hits the server, the application first extracts the IP address from where that packet has arrived, if the packet has come from the list of blocked addresses, the packet is dropped, otherwise it is accepted.
D. The details of packets are also stored in the database table IpHistories. Users can view these details in the history tab.
E. The server is monitored continuously for any changes in the files. A call to the file monitoring api is made and specified with the monitoring details of the file including creation, modification, rename, and deletion of the file.
F. Whenever there is any change to the files on the server, the details are displayed on the UI so that the authorized users can take the required action and prevent the servers from any damage.
G. The details of all the changes to the files are stored in the FileHistories table. These details are also displayed on the applications GUI.
VII. WHY THIS APPLICATION?
This application provides users with a user-friendly interface which makes it easier for the user to add, modify or delete the required IP address. The users are not aware of the back-end activities that are in progress, this makes the application user-friendly and easy to use. Since, only authorized users are allowed to do any modification, the application is safe from unwanted modifications. Monitoring network in order to prevent packets from specific IPs to your machine is important so that the intruders cannot attack your system and this application provides you with this facility.
This application also monitors the files/folders on the server. Thus, even a slight change in the files on the server is notify to the user. This will help users to prevent server from any outside attack. All the attacks will be immediately notified to the user, and thus, the user can prevent the server from intruder attacks. The GUI provides the file name, its full path, action that was performed on that file, along with the date and time when this modification occurred. If the file is renamed, it also provides the old name of the file.
VIII. CONCLUSION
The part-I of this application covers the blocking of packets from specific IP addresses so that malicious clients cannot attack your server. A user-friendly GUI has been created that makes it easier for the user to modify the addresses to be blocked and also monitor the packets that are blocked.
The part-II of this application covers the monitoring of important files and folders for the users. The server is monitored continuously for any changes in the files. User are notified for any change in the files/folders of the server. A GUI has been created that displays all the changes done to any file/folder on the server. Only authorized users are allowed to view all these updates on the server.
IX. FUTURE SCOPE
The future scope of this application includes sending email or message notification to the authorized user to their registered email ids or mobile numbers. This will add to the immediate preventive measures that are required. Also, the server side files can be prevented from any modifications by introducing authentication before any modifications.
Also, along with the blocking of packets from specific IPs, the outgoing packets can also be blocked to some specific IPs. 
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